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Academic Background
Ph.D. Software Engineering, North Dakota State University, Fargo, ND, 2008.
M.S. Software Engineering, North Dakota State University. , Fargo, ND, 2006.
M.S. Computer Information Systems, University of Phoenix. 2003

B.S. Telecommunication Engineering, Mut'ah University, Jordan 1994.

Professional Certifications
Cisco Certified Network Associate CCNA, 2000

WORK EXPERIENCE

Work Experience

CCS Department Chair, Texas A&M, San Antonio (June, 2021 — Sep. 2023), San Antonio, Texas.
Graduate Coordinator, Texas A&M, San Antonio (June, 2021 — Sep. 2023), San Antonio, Texas.
Research Computing Director, Texas A&M, San Antonio (June, 2021 — present), San Antonio, Texas.

Associate Professor, Texas A&M San Antonio (September, 2020 - Present), SAN ANTONIO, Texas.
Assistant Professor, Texas A&M University - San Antonio (August, 2016 - 2019), San Antonio, Texas.
Assistant Professor, University of New Haven (September, 2015 - July, 2016), West Haven, Connecticut.

Assistant Research Professor, Boise State University (June, 2014 - September, 2015), Riyadh, Saudi
Arabia.

Associate Professor, Prince Sultan University (August, 2013 - June, 2014), Riyadh, Saudi Arabia.
Assistant Professor, Yarmouk University (March, 2008 - August, 2013), Yarmouk, Jordan.

Lecturer & Research Assistant, North Dakota State University (August, 2004 - March, 2008), Fargo, North
Dakota.

Lecturer (Full Time), Yarmouk University (August, 2003 - August, 2004), Yarmouk, Jordan.
Network Engineer and Support, Yegwa Communications, 2000-2003, CA, USA
Network Engineer and Support, RJAF, Jordan: 1994-1999

TEACHING

TEACHING HIGHLIGHTS (PERIOD: TEXAS A&M, SAN ANTONIO 2016-2023)

e New Graduate Programs: I prepared the proposals for the three graduate programs in the department, MS
in computer science, MS in cyber security and PhD in cyber security. By far, collectively those were my
most time-consuming tasks that I completed in the last 7 years. Each proposal has several sections and one
of the main typical sections is the section related to the courses that will be offered in the program and
details about those courses.

¢ Graduate coordinator: I have been working as CCS graduate coordinator in the last two years trying to
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deal with a struggling program in several aspects. The program has only 3 enrolled students in the first two
years before I became a graduate coordinator. I worked to deal with some internal problems with the
program as well as external problems. This year, we have more than 20, local and international students.
Numbers are continuously growing. I consider this as a significant teaching achievement for the department
ensuring that the program will grow and support our department and its goals and mission.

20 new or different courses: In my 6 years of teaching in TAMUSA, I taught around 20 different
undergraduate and graduate courses. I consider this as a significant achievement as it indicates my
flexibility and ability to teach a variety of different courses in different sub-disciplines in computing based
on our department needs. Additionally, teaching new courses for the first time, requires more effort from
any instructor in comparison with teaching courses more often or frequently.

MS thesis courses: In addition to my role as graduate coordinator, I supervised 3 of the 6 students who
chose the thesis option in our department. I consider this as a significant achievement as students exchange
information with each other and typically pick faculties who can help and be more involved with them
throughout the two-courses of the thesis. Additionally, currently, those are extra loads, and not
compensated for in our department.

Senior Project or Seminar courses: I joined Texas A&M in 2016. And I remember in the first graduation
in the Coliseum, one of our distinguished students, she stopped me outside the Coliseum, and she told me
"Dr. Alsmadi, I'm begging you on behalf of our CS (Computer Science) students to look at the senior
project course and change the current content.". The course in the CS and CISA sections were taught by a
faculty who left and it was mainly teaching MongoDB, something that students struggled and did not
connect with. Regardless of what you do, it is a very tough course because it's supposed to be an exit course
that will accumulate the knowledge and all the other courses and so on and so forth, so whatever you do
students will struggle. I took the course and intended to make it one of the most unique and beneficial
courses in all our CCS programs for both CS and CISA students, specially as it is required for all majors
and is typically considered one of the hard courses. My main idea was to introduce three main marketable
skills to our students: (1) research which is typically unique for undergraduates, (2) machine learning and at
the time I introduced this in the senior project, no other course was focused in machine learning, another
important marketable skills, and (3) Python, similar to machine learning at the time when I started teaching
the senior project or seminar course, Python was not in any of our courses while it is a major programming
language in the industry and research. In addition I collaborated with major entrepreneur organizations in
the city such as Geekdom to help our students work in real problems that can serve their city and
community. Some of those projects go local recognition. Below is one example, related to San Antonio
public library, article from 2019 TAMUSA president report:

https://www.tamusa.edu/documents/university-communications/2019-presidents-report.pdf

(KLRN-TV, “SciTech Now” | Nov. 14, 2019 Technology has taken a step forward with the invention of a
new mobile app that uses voice assistants to help disabled patrons of the San Antonio Public Library. This
is thanks to A&M-San Antonio computer science majors Clinton Minton, Artem Skitenko, Harry Staley
and David Velez, who worked as a team to create the app, which allows anyone, including the disabled, to
have quick and easy access to books and services at the library.)

Publications with Students: I have published many research papers, conference and journal papers, with
students from TAMUSA and other Universities. Those students are both graduate as well as undergraduate
students. Several examples of those can be found in my resume. In the research section, I highlighted
papers with students along with names of students authors.

EXAMPLES OF STUDENTS POSTERS

SAE

University Ranking Systems Assessment.

Gopher: Investigating a Less-Used Internet Protocol.
Stock Data and Google Trends Correlation Assessment.
TAMU Branches Data Analysis.

Online Malware Scanner; Comparison.



OTHER TEACHING AND STUDENTS RELATED ACTIVITIES

1. Cyber Competitions: Building student teams at TAMUSA to participate on national cyber security
competitions: Examples of those competitions: (1) Panoply, two time,
https://cias.utsa.edu/competitions/panoply/, (2) Online Capture the Flag challenges, https://ctflearn.com/,
https://ctfsites.github.io/, https:/ctf.hacker101.com/, (3) Alamo ACE,
https://www.alamoafcea.org/mpage/2023aace, and (4)(CCDC: https://www.nationalccde.org/)

2. Students Clubs: I helped establishing two new clubs in the department and worked as the faculty
mentor/advisor for the two clubs since their establishment. Those two clubs and National Cyber Security
Students Association (NCSA) and Armed Forces Communications & Electronics Association International
(AFCEA)

INTELLECTUAL CONTRIBUTIONS

A HIGHLIGHT

I have been selected among the TOP 2% researchers WORLDWIDE.
This is a yearly evaluation conducted by ELSVIER and STANFORD UNIERSITY to select
the most distinguished RESEARCHERSs worldwide.

The link: https://elsevier.digitalcommonsdata.com/datasets/btchxktzyw/4

5 year Intellectual Contributions Grid

Category Total
Articles in Refereed Journals 27
Publications in Refereed Conference Proceedings 24
Publications of Non-refereed or Invited Papers 4
Books, Monographs, Compilations, Manuals, Supplements, Chapters, Cases, Readings 3
Grants - Funded (both refereed and non-refereed) 7

Refereed Articles
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1. "Alsmadi, Izzat; Dwekat, Zyad; Cantu, Ricardo; Al-Ahmad, Bilal; ",Vulnerability assessment of industrial
systems using Shodan,Cluster Computing,25,3,1563-1573,2022,Springer US
2. "Ahmad, Rasheed; Alsmadi, Izzat; Alhamdani, Wasim; Tawalbeh, Lo’ai; ", Towards building data analytics
benchmarks for loT intrusion detection,Cluster Computing,25,3,2125-2141,2022,Springer US
3. "Sharrab, Yousef O; Alsmadi, Izzat; Sarhan, Nabil J; ",Towards the availability of video communication in
artificial intelligence-based computer vision systems utilizing a multi-objective function,Cluster
Computing,25,1,231-247,2022,Springer US
4. "Martin, Kevin; Rahouti, Mohamed; Ayyash, Moussa; Alsmadi, Izzat; ",Anomaly detection in blockchain
using network representation and machine learning,Security and Privacy,5,2,6192,2022,"Wiley
Periodicals, Inc. Boston, USA"
5. "Ahmad, Rasheed; Alsmadi, |zzat; Alhamdani, Wasim; Tawalbeh, Lo'ai; ",A comprehensive deep learning
benchmark for 1oT IDS,Computers & Security,114,,102588,2022,Elsevier Advanced Technology
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"Alsmadi, Izzat; ","Adversarial Machine Learning, Research Trends and Applications",Big Data Intelligence
for Smart Applications,,,27-55,2022,Springer International Publishing Cham

"Alsmadi, Izzat; Aljaafari, Nura; Nazzal, Mahmoud; Alhamed, Shadan; Sawalmeh, Ahmad H; Vizcarra,
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Abdulaziz; ",Adversarial machine learning in text processing: a literature survey,|[EEE Access,10,,17043-
17077,2022,IEEE

"Easttom, Chuck; Alsmadi, I1zzat; ",A Comparitive Study of Machine Learning Algorithms for Identifying
Mental States from EEG Recordings,2022 IEEE 12th Annual Computing and Communication Workshop
and Conference (CCWC),,,0644-0648,2022,IEEE

"Alsmadi, Izzat; Tawalbeh, Lo’ai; ",New Waves of Cyber Attacks in the Time of COVID19,"Advances in
Computing, Informatics, Networking and Cybersecurity: A Book Honoring Professor Mohammad S.
Obaidat’s Significant Scientific Contributions",,,617-630,2022,Springer International Publishing Cham
"Ahmad, Rasheed; Alsmadi, |1zzat; Alhamdani, Wasim; Tawalbeh, Lo'ai; ",A deep learning ensemble
approach to detecting unknown network attacks,Journal of Information Security and
Applications,67,,103196,2022,Elsevier

"Liang, Gongbo; Alsmadi, Izzat; Xin, Xin; ",Benchmark Assessment for Optimization Andacceleration
Libraries in Deep Learning-Based Models,,,,,2022,
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Conference on Intelligent Data Science Technologies and Applications (IDSTA),,,170-175,2022,IEEE
"Alsmadi, |zzat; Al-Ahmad, Bilal; Alsmadi, Mohammad; ",Malware analysis and multi-label category
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directions",IEEE Transactions on Computational Social Systems,,,,2022,IEEE
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Mathematical Organization Theory,,,1-19,2022,Springer US
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Switzerland Cham
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pAttacking and RR-Training. Electronics 2023, 12, 1948",,,,,2023,
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Taylor, Z., & Alsmadi, |. M. (2020). College Affordability and US News & World Report

Rankings. Journal of Interdisciplinary Studies in Education, 9 (1), 1-25.
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clusters. Cluster Computing, 1-14.
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Al-Kabi, M., Alsmadi, I. M., *#Khasawne, R., & #WWahsheh, H. (2017). Evaluating Social Context in
Arabic Opinion Mining. The International Arab Journal of Information Technology.
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International
Alsmadi, I. M. & Aleroud, A. (2016). Identifying DoS Attacks on Software Defined Networks : A Relation
Context Approach. |IEEE/IFIP Network Operations and Management Symposium, Istanbul, Turkey.

Alsmadi, I. M., Xu, D., & Cho, J. (2016). Interaction-Based Reputation Model in Online Social
Networks. International Conference on Information Systems Security and Privacy, Rome, Italy.

National

Alsmadi, I. M., Khamaiseh, S., & Xu, D. (2016). Network Parallelization in HPC Cluster. The 2016
international conference on computational science and computational intelligence, Las Vegas, Nevada.

Ho, J., Alsmadi, I. M., & Xu, D. (2016). Privacy and Social Capital in Online Social Network. Global
Communications Conference (GLOBECOM), Washington, District of Columbia.
Non-Refereed Articles
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analysis. Advances in Computational Intelligence.
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Alsmadi, I. M., & O'Brien, M. J. (2020). Toward Autonomous and Collaborative Information-Credibility-
Assessment Systems. Procedia Computer Science, 168, 118-122.

Grants

1. 2021: Alsmadi, I. M. Chancellor Research Initiative, Principal Investigator, Chancellor Research Initiative.
Building from HPC cluster in TAMUSA, $750,000

2. 2018: Alsmadi, I. M. & Yang, J., JAGCoders: Build a Campus - Wide Code Development Community, Principal
Investigator, San Antonio SEED Grant.

3. 2018: Xu, D., Yeh, J., & Alsmadi, I. M., REU Site: Software Security, Co-Principal Investigator.

4. 2022: Alsmadi, I. M. Cc*Team:Sweeter-Southwest Expertise In Expanding,Training,Education & Research, Co-
Principal Investigator, GOV-National Science Foundation (NSF).

5. 2018: Alsmadi, |. M., Lodgher, A., & Hurley, T., Study Online Visibility and Impact Factors of TAMU-SA Website
in Comparison with A&M Institutions, Principal Investigator, Texas A&M, San Antonio Strategic Planning Seed
Funds.

6. 2017: Xu, D. & Alsmadi, |. M., Developing a Software Artifact Repository for Software Assurance Education, Co-
Principal Investigator.

7. 2019: Alsmadi, I. M. 10 Dell laptops for TAMUSA students to be used in training and competitions., Principal
Investigator, Pryor Foundation.

8. 2017: Barton, K. A., Alsmadi, I., Burdwell, R., Green, C., Li, J., Zang, Wanyu; Vinaja, Robert Experiential Based
Learning in a Cloud-based Cyber Security Lab: Integration with NICE CyberSecurity Framework, Co-
Investigator, National IA Education & Training Programs.
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2019: Junior Scholarly Research or Artistic Achievement Award, Texas A&M University - San Antonio.
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